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Abstract A new original LoRa-based data acquisition system for wildfire detec-
tion is developed and presented. The emphasis in the paper is pointed towards
hardware design concepts, physical system architecture, and implementation as
well as embedded firmware structural details and algorithms. The main purpose
of the proposed design is to propose techniques whose goals are to improve upon
existing WSN fire hazard detection system designs by reducing the end-device
power consumption. These techniques and the data analytical steps are described
in detail, and evaluation on the basis of testing of their overall system performance
improvement has been shown.

Keywords Data acquisition + Environmental monitoring + Forestry - Simultaneous
localization and mapping *+ Wireless sensor networks

1 Introduction

Wildfire occurrences and, related to them, inflicted damages and effects have been
gradually increasing on a yearly basis. Figure 1 shows a statistical excerpt of the
number of wildfire hazard events in the year 2019 and the predicted number of
wildfires by the end of 2020 [1, 2]. A European Commission JRC report outlines and
lists some non-material and material damages, caused by fires in 2018, for example,
the loss of 100 human lives only in Greece, over 50,000 ha burned land representing
36% of the Natura 2000 network, etc. [3] These statistics show the severity of the
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Fig. 1 Statistical excerpt of the number of wildfires in 2019 and 2020

issue and the tendencies for its annual growth in significance. Different analyses
performed on sets of people, of different age groups, living in close proximity to
areas with increased wildfire activity showed a correlation between these hazards and
the increased risk of development of cardiovascular and respiratory health issues.

Throughout the years, multiple technologies and approaches have been proposed,
developed, and implemented and aimed towards providing a solution to the problem
of wildfire hazard early detection. The early detection and the possibility of moni-
toring prerequisites and early signs of potential wildfire activity in certain areas allow
limiting drastically the damages inflicted by them.

In order for such systems to be effective in tackling such an issue, their design
process has to be centered towards increasing their reliability, improving their respon-
siveness, optimizing their resource usage, taking advantage of modern technologies
for improving their system-level applicability, and expanding their area coverage.
In times when off the shelf hardware and software modules are readily available,
constructing a simple system is easy and cheap, but in order to build a fully compre-
hensive and optimized design, taking into account all of the previously mentioned
objectives, this can only be performed by creating a complete system design from
scratch, utilizing the latest technological means and methods. With currently avail-
able battery technologies, there are hard limitations as to what energy density and
capacity are physically achievable in a single cell structure—this is why imple-
menting techniques for the reduction of energy consumption of each battery-powered
device is crucial in today’s technology-dominated world.

Within this work, we present a comprehensive data acquisition system design,
aimed towards the early detection of wildfires. Hardware and software details are
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discussed. Novel techniques, such as the adaptive sample rate algorithm, for the
reduction of power consumption of each end device, are presented, and their effec-
tiveness is evaluated and shown via excerpts from performed tests. A detailed analysis
of existing technologies and related works is performed in the next section.

2 Related Works

‘We will now present some of the different system designs and try to highlight some of
their advantages and deficiencies. Broadly, the types of systems for wildfire detection
can be split into two distinct classes: camera-based systems and wireless sensor nodes
(WSNp).

Camera-based wildfire detection systems are constructed around the utilization
of infrared (IR) thermal imaging sensors and implementing digital image processing
and spectral analysis methods for the detection of fire hazards. These types of systems
typically perform energy measurements in the 1-15 pm spectral band, where radiance
peaking can be observed due to the wildfire burning temperatures of 120-400 °C
[4, 5]. Such system designs can be observed in the works of Alkhatib [6], Jones
et al. [7], and also the FireHawk, ForestWatch, EYEfi platforms [8]. Some of the
advantages of these types of platforms are as follows: Smoke emissions are more
transparent and less dense when performing energy measurements within this IR
spectral band; nighttime detection is possible [9]; large open areas can be analyzed
using this methodology (typically around 10-40 km in radius). But camera-based
hazard detection systems possess several deficiencies such as dynamic range issues;
due to atmospheric absorption and reflected sunlight effects, the 3-5 pm and 5-
8 wm spectral bands are difficult to use and performing analysis within them may
cause false-positive detections [10]; their utilization of complex imaging sensors
and powerful image processing modules increases their design complexity, cost of
production and implementation, support costs, power consumption and decreases
their reliability, possibility for mass quantity allocation, and necessitates the need
for their human operator-based operational observance. Large-power consumption
is one of the biggest problems looming over these types of systems—as a result, each
imaging station has to be fitted typically with a battery pack with a large capacity and
a powerful energy harvesting module, which in turn presents a regular replacement
expenditure for their operational lifetime support.

The other massively adopted technological methodology is to construct wireless
sensor-based network systems (WSNs). The structure behind the WSN technology is
based on the creation of a system containing multiple end-devices organized in either
a mesh [11] or clustered topology. Whichever topological scheme is used depends
mainly on the used wireless communication technology. Typically, a graphical repre-
sentation of such types of system organizations is done through the usage of signal
graphs, with each end-device being denoted as a graph node. Each end device is fitted
with an embedded sensory block, enabling it to measure environmental parameters
such as temperature, humidity, carbon monoxide, and carbon dioxide concentrations.
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After gathering the sensed parameter information, the end device in turn more often
calculates deterministic fire hazard event probability result based on the measurement
data which then transmits wirelessly upstream via the established communication
channel link. Over the past several years, these types of the system gained significant
ground in being more massively adopted and being of interest to both types of research
and private companies—mainly because of their relative hardware design simplicity,
improvements made in the sphere of wireless communications, and the accessibility
to more precise and low-power sensory elements. The dominant wireless technolo-
gies, used for these types of systems, were for a long time GSM/GPRS and ZigBee,
with examples of such systems being the works of Onal et al. [12] and Varunkumar
et al. [13], who proposed constructing a ZigBee + RaspBerry Pi mesh of Internet-
connected sensors and the work of Toledo-Castro et al. [14], who proposed a fuzzy
logic and GSM-based WSN system. These two technologies possess intrinsic limi-
tations, mainly the ZigBee technology imposes a maximum connectivity distance
between two end devices of 100-200 m, essentially necessitating that large areas
of land can be analyzed only by systems comprised of numerous nodes; utilizing
a GSM/GPRS wireless connectivity, though not possessing the upwards-mentioned
distance limitation, increases the overall device power consumption, increases packet
transmission times due to the latency when using third-party cellular networks,
expands upon the production and support costs, and limits the applicability of such
systems to only areas having cellular coverage. A large disadvantage in today’s more
massively proposed utilization of 3G and 4G GSM transceiver modules in WSN
systems [15] is that they provide an unnecessarily large communication channel
bandwidth, with sensory devices typically broadcasting data packets of size often no
more than 20-30 bytes. One of the bigger technological leaps forward within these
types of system designs came with the proposition of utilizing the LoRa technology
for wireless communication. LoRa gradually became the preferred connectivity tech-
nology for WSN fire-hazard detection platforms, with it being a central point in many
recent research works such as that of Rizanov et al. [16], Sendra et al. [17], Anitha
et al. [18], Gaitan et al. [19], and others, with emphasis within them being pointed
more strongly towards the broader system architecture, the usage of off the shelf
modules for constructing the hardware platform and analyzing and evaluating the
RF capabilities and performance of the LoRa communication link and data exchange
over it. Brito et al. [20] describe through their experimental results, and the corre-
lation between environmental parameter changes when a wildfire event occurs in
close proximity to the WSN end device. The usage of off the shelf modules limits
the possibilities for more complex hardware techniques to be implemented aimed
towards the reduction of the overall power consumption of the sensory device. A topic
overlooked in most WSN wildfire systems related research is power consumption
optimization. Within this work, we will try and expand on this very import subject
by presenting a developed LoRa WSN system, utilizing several novel methods for
energy consumption optimization, and simple data analysis algorithms which elimi-
nate the necessity for each end-device to evaluate and provide a deterministic result
as to whether a fire hazard event has occurred. This way each node device has the



A LoRa-Based Data Acquisition System ... 265

sole function of just collecting and cleaning up the sensory measurement data in an
energy-efficient manner.

3 Sensor Node Hardware Structure

The constructed system consists of LoRa sensory nodes, localized LoRa gateway,
a central server, and a PC for user-based monitoring. The hardware structure of the
prototyped LoRa sensor node is shown in Fig. 2.

Figure 3 shows photographs of the developed WSN system, consisting of a
battery-powered sensory node device, a LoRa gateway utilizing both a LoRa and
GSM transceiver modules, and a system administrator PC, connected via USB to
the gateway for system testing purposes and bypassing the connection to a central
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Fig. 2 Sensor node hardware structure diagram
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server. The node design consists of a CPU—STM32L082xx; LoRa transceiver—
CMWX1ZZABZ; GPS module—NEO-MS8N; THP sensor—BME680; CO sensor—
ZE-07CO; CO2 sensor—MG-812; formaldehyde sensor—MP901; 12C EEPROM,;
battery fuel gauge; battery pack; battery charger IC; regulated power supply block;
USB connector; photovoltaic panel connector. The default configuration of the
CMWXI1ZZABZ is 3 dBm output power, SF7. Higher transmission ranges can
be achieved by increasing the output power initially, before raising the spreading
factor [21]. Based on the work of Yokelson et al. [22], capturing quantitatively the
gas emissions during a forest fire, the designed LoRa based system implements
sensors for measuring the gasses with the highest concentrations: CO2 concen-
tration of 1655 g/kg; CO concentration of 83 g/kg; HCHO concentration of 2.37
g/kg. Forest fires emit a number of other gasses such as HCN, propane, HCOOH,
etc., but comparatively, their concentrations are much lower, thus complicating
their remote measurement and increasing the complexity and overall cost of the
system. The system is battery-powered, with battery charging done via USB or
the connected PV panel. Utilizing a low-power CPU, LoRa transceiver, and GPS
modules, constructing the embedded firmware, and utilizing the methods discussed
later allow the sensory node to have a large operational lifetime. The CPU connects
to the I2C bus as the master device, and the [2C communication is configured in stan-
dard mode, 7-bit device addressing. Via the bus, it communicates with the connected
slave devices—THP sensor, I2C EEPROM, and battery fuel gauge. The CPU inter-
faces with the LoRa and GPS module via a UART link. The MCU connects to the
CO sensor via UART and also reads the analog output signals from the formalde-
hyde and CO2 sensor via two ADC channels. The developed LoRa gateway device
consists of a CPU—STM32L.082xx, LoRa transceiver—CMWX1ZZABZ, and a
GSM transceiver—SARA R510S.

For the application of such a system construct, multiple LoRa sensory nodes are
placed throughout an area of interest in predefined locations and clustered. They
perform regular sensory measurements on a timely basis of a group of parameters.
Upon collecting the raw sensory data, each LoRa node performs basic data filtering,
analysis, averaging, and transmits the compacted data upstream via the LoRaWAN
communication channel to the nearest local LoRa gateway. The LoRa gateway is able
to acquire data from multiple sensory nodes in proximity to its part of the localized
cluster via the 4G communication channel link connects to the central system server
and as the cluster’s head device transmits a large amount of collected sensory data.
The system administrator can then analyze the measurement data, stored locally
on the server, and monitor in real-time signs of potential wildfire occurrence in a
certain area and/or early detect and localize the formation of a forest fire. Due to
the system structure and the implementation of low-power techniques, it is possible
to construct a complex multi-threaded sensory system, monitoring large areas of
land with the limited necessity of human operator local terrestrial oversight. The
reduction of operator oversight drastically reduces the implementation and support
costs needed for the system to be used effectively. For testing purposes, as shown
in Fig. 3 the gateway device is connected via a USB interface to the PC. In order to
verify if the system functions properly and evaluating its capabilities for detecting
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the presence of a nearby fire hazard, open fire tests in a controlled environment were
performed. These controlled tests were aimed also towards understanding whether
the developed adaptive sample rate algorithm is effectively reducing the average
power consumption of the sensory node device. The results from these tests will be
described in further detail within Sect. 5.

4 Software Structure

The sensory node will collect data for a group of parameters—temperature, humidity,
air pressure, CO, CO2, and formaldehyde concentrations. Based on the chosen
sensors, measurements with a limited accuracy could be performed within the defined
operational conditions: 0-65 °C, RHO-100%; AP 300-1100 hPa; CO 0-500 ppm;
CO2 350-10000 ppm; Formaldehyde 1-50 ppm. The measurement accuracy is
as following—Temperature: £1%; Humidity: £3%; Air pressure: 0.6 hPa; CO:
0.1 ppm; CO2: 0.5 ppm; Formaldehyde: 1 ppm.

The CPU performs regularly timed measurement samples of all parameters.
Several considerations have to be made when choosing the optimal and appropriate
sample rate:

(1) The sample rate must be chosen such that the average device power consump-
tion must not exceed a predefined value, due to the requirement for battery-
powered operation and long exploitation lifetime;

(2) The sample rate must be chosen such that enough data is collected in order to
perform precise analysis onto it;

(3) Inconsideration must be taken the fact that temperature and humidity changes
are typically slow processes throughout the day—averaging at speeds of
2.275 °C/h and 5.042% Rh/h in urban environments [23].

Taking into account, this a reasonable initial time delay between samples of 20 min
would be appropriate. During its operation, the device enters three different states—
SLEEP, SENS, and TRANSMIT. In order to conserve energy when the device is
in SLEEP mode, the power supply lines of the LoRa transceiver, GPS transceiver,
and the environmental sensors are cut. In SENS mode, the power supply lines of the
LoRa and GPS modules are cut. In TRANSMIT mode, the power supply lines of
the sensors are cut. After each performed measurement sample, the device will go in
SLEEP mode, and the configured internal timer module generates an interrupt event
at each new time step; when this event occurs, the device goes into SENS mode, and
within the interrupt handler routine, the data collection subroutine is performed, after
it has been completed the device goes through RTT and back to SLEEP mode. Upon
collecting a number of data points, the device performs basic exploratory data analysis
(EDA) over the gathered information. EDA proposes that data should be first explored
without assumptions about probabilistic models, error distributions, etc. As a result,
EDA allows exploration of the gathered information to reveal patterns and features
that help in the understanding, analysis, and modeling of data [24]. Implementing
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a Tukey method [25, 26] allows identifying data outliers by finding and comparing
all possible pairs of means and finding those that are drastically different from each
other. After outliers have been identified, they are marked as invalid readings and
removed from the dataset. This simplified methodology of each device being solely a
raw information entry point, part of a larger data mining framework consisting of all
networked devices, and for it performing only data filtration and outlier removal and
not performing embedded level deterministic hazard classifications has been shown
to reduce the power consumption of the sensory device. The resulting data after the
filtering and outlier removing steps have been complete is passed through a simple
analytical subroutine. Figure 4 shows graphically the different steps of the performed
data analysis method onto the sensory measurement readings. Each stage of it will
be described in further detail.

Upon a timed wake-up event, the sensory node device performs measurements of
each of the parameters. The first graph in Fig. 4 shows an example of collected valid
raw measurement data of ten temperature samples.

After collecting N samples (in this case 10), the device then normalizes the read
values with respect to Sample 1. The second graph of Fig. 4 shows the normalized
raw measurement data. The node device then calculates in which sample has the
largest absolute value within the remaining (N-2) samples, excluding the last one.
The CPU then packs Sample 1, the maximum valued sample, and Sample N. The
third graph of Fig. 4 shows the packed and transmitted sample values from the dataset.
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Fig. 4 Data analysis steps performed on the sensory measurement data
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This procedure is performed for each measurement parameter. Upon compacting all
data measurement packs, the MCU forwards them to the LoRa transceiver. On the
receiving end, the central server collects this sensory data and by means of PCHIP
or some other curve fitting algorithm interpolates the data for the missing sample
values. The fourth graph of Fig. 4 shows a PCHIP interpolation being performed
onto the received data in order to superimpose values to the missing data points.
This approach drastically decreases the necessary bandwidth for transferring all the
sensory data via the communication channel. This effective reduction in transferred
data quantity reduces additionally the average power consumption of the device.
An additional novel software method that was developed and implemented is the
adaptive sample rate algorithm which will now be discussed. The purpose of this
algorithm is to eliminate the fixed value of the time step, at which timer interrupts
are generated, and to generate the reconfigure and adjust it dynamically based on the
values of previously measured environmental parameter values. After performing N
samples of each one of the parameters, the device calculates the average value of
all the readings. The device stores the average values of each N samples within its
internal memory. It then calculates the derivative of this mean value and uses it to
evaluate what the time step should be. Monitoring the rate of change and sign allows
for the detection of sudden changes in the typically slowly changing environmental
parameters, thus indicating that there may be a fire hazard prerequisite. This algorithm
is centered on a fixed derivative threshold value comparison. In order to verify that
such a prerequisite exists and it is not just a random fluctuation, the algorithm imposes
achange in the time step only if three consecutive derivatives are comparatively larger
than the fixed threshold values. Figure 5 shows a pseudo code representation of the
implemented adaptive sample rate algorithm, and Fig. 6 shows a block diagram of
the adaptive sample rate algorithm.

Using the adaptive sample rate algorithm allows nodes with comparatively small
computational resources to evaluate the sensing data without performing complex fire
weather index calculations or as some researchers have proposed—usage of ANNs
[27] for producing a fire hazard event probabilistic determination. On the receiving
end, the server can detect if one or more end devices are in close proximity to a
wildfire by monitoring their broadcasting rates and detecting their increases.

The CPU of the LoRa sensor node communicates with the embedded GPS
transceiver module via a NMEA 0183 V4.0 communication protocol. Once a day,
the MCU powers on the GPS module, waits a certain time interval, due to the cold
start of the module and the required data acquisition time to fill in the almanac, and
receives from it information regarding its location—Ilongitude, latitude, and altitude.
The CPU stores this information within the I2C EEPROM IC. The CPU also receives
accurate GPS GMT time, which is used to synchronize its internal RTC.

The CPU prepares two types of data packets, which are required to be transmitted
over the air through the LoORaWAN channel—an identification data packet and a
measurement data packet. The identification data packet is sent first, and it is sent
only once a day from each LoRa sensory node to the nearest LoRa gateway. Its length
is 14 bytes and consists of 2 bytes for LoRa node Device ID number, 6 bytes of the
device’s GPS coordinates, 2 bytes of data regarding the internal battery status, 2 bytes
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# create blank array of type env_s
env_s raw_data array[] = {}

# TIMER_STEP_DEFAULT VALUE defined in header file

int timer step = TIMER STEP_DEFAULT_VALUE

int timer_ step change = 0

bool meas_status_flag = False

int sample cnt = 0 #sample count

# raw data derivative over sliding window of size RAW_SAM
PLE_ARRAY MAX NUM

int raw_data_der = 0

int der _cnt = 0 # derivative number count

int der_array [3] = {0,0,0}

bool der flag = False

int avg_value = 0

int 1 = 0

int avg_arrayl[] = {}

if (Device Wakeup()): # Device has entered SENS state

# new measurement is performed and a new array
entry is included
# return true if complete successfully
meas_status_flag = Perform_Envi_Par_Sens(raw_data
_array)
if (meas_status_flag):

sample cnt ++ #increment ready sample number

# if max value is reached
if (sample_cnt==RAW SAMPLE_ARRAY MAX_ NUM) :
avg_value = Raw_Data_Avg(raw_data_array)

avg_array[i] = avg_value

i++

if (i == AVG_MAX VAL):
i=0

# get the derivative value over a sliding window
raw_data_der = Get_Data Derrivative (avg
_array)
# add new array entry
der arrayl[der cnt] = raw_data der
#increment derrivative counter
der_cnt ++
if (der_cnt==2):
for i in range (0,2):
if (der_array[i] >= DERIVATIVE THRESHOLD:
#1f 3 consecutive derivatives are above threshold
der flag = True
if (der_array[i] < DERIVATIVE_THRESHOLD) :
der_flag = False
der_cnt = 0
if (der_flag):
#find the maximum value of the der_ array
# return the ratio Max Value/Threshold Value

timer_step_change = Max_Der Val (der_array)
timer_ step = timer_step -
(timer step_change * (DERIVATIVE THRESHOLD / 5))
# regonfigure the timer module
Adjust_Timer_ Step(timer_ step)

sample cnt=0 # null sample counter
Clear_ Raw_Data_ Array(raw_data_array)
Device Sleep() #enter device back in sleep mode

Fig. 5 Adaptive sample rate algorithm pseudo code
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Fig. 6 Adaptive sample rate algorithm workflow diagram
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Device ID Device GPS Coordinates ham:r_\' Status Synch Time CRC16

Byte Byte | Byte  Byte Byte Byte Byte Byte| Byte Byte| Byte Byte | Byte Byte
13 12 11 10 9 8 7 6 5 4 3 2 1 0

Identification Data Packet

Fig. 7 Identification data packet format

Device ID  |Packet Number Tx Time Temperature Data

Byte  Byte | Byte | Byte | Byte | Byte | Byte | Byte = Byte  Byte
31 30 29 28 27 26 25 24 23 22

Measurement Data Packet

Humidity Data Air Pressure Data CO Data

Byte Byte | Byte | Byte Byte = Byte Byte = Byte | Byte | Byte | Byte & Byte
21 20 19 18 17 16 15 14 13 12 11 10

Measurement Data Packet

Co2 Data Formaldehyde Data CRC16
Byte = Byte | Byte | Byte | Byte | Byte | Byte Byte | Byte Byte
9 8 i 6 5 4 3 2 1 0

Measurement Data Packet

Fig. 8 Measurement data packet format

of current GMT synchronized with the GPS received time, and a CRC16 performed
over the whole data packet. Figure 7 shows the identification data packet format.

The measurement data packet is sent each time a successful sensory information
acquisition step is performed. The data packet has a length of 32 bytes, and it consists
of 2 bytes for LoRa node Device ID number; 2 bytes for packet number in respect to
the initial transmission of the identification data packet; 2 bytes of TX time containing
information about the time delay between the first transmitted packet and the current
one; 6 x 4 bytes of sensory data for all listed measured parameters, and a CRC16
performed over the whole data packet. Figure 8 shows the measurement data packet
format.

5 System Testing

In order to evaluate the efficiency of the implemented power conservation methods
for the developed WSN wildfire detection system, tests in a controlled environment
were performed. These tests were aimed towards monitoring the power consumption
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of the system comparatively when it implements and when it does not implement
the proposed techniques. The testing environment is presented in Fig. 9. The testing
setup consists of simulating a wildfire and placing the sensing node device a different
distance from it—four different zones were used at distances of 5, 10, 15, and 20 m.
The power consumption of the device was monitored using an R&S HM01202 scope.

The results from the experimental measurements are shown in Fig. 10. In the
shown test results, the sensory device is placed in zone C. In the upper graph, the
device utilizes the proposed adaptive sample rate algorithm, and in the bellow graph,
the device operates with a fixed time step. The battery power consumption of the
device in SLEEP mode is measured to be around 0.33 wA; when the device enters
SENS mode, the consumption jumps initially to around 713 WwA; then, during the
measurements when all sensors are enabled, the power consumption peaks at around

Fig. 9 Testing setup
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Fig. 10 Experimental results
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154.9 mA. For the tests, the fixed step was fixed at 5 min, while the default time step
value using the adaptive sample rate algorithm was fixed to a value of 7.5 min. The
number of samples over which analysis is performed was fixed to N = 5 for both
cases. These experimental results show that implementation of the adaptive sample
rate algorithm reduces the average consumption of the system, depending on what
parameter initial values are chosen for the default time step, the time step change,
and the size of the sliding window of N number of samples.

6 Conclusion

An original data acquisition system, utilizing the LoRa technology, for early detec-
tion of wildfires, has been developed and presented. The proposed method has the
advantages of being constructed as a stand-alone device from scratch and imple-
menting: a LoRa long-range low-power wireless communication; multiple different
types of on-board sensors, allowing for a more complex model to be constructed,
based on the measurement data; a novel adaptive sample rate algorithm aimed toward
the decreasing of power consumption of the device; EDA and Tukey methods for
filtering the raw data and elimination of data outliers, hence reducing the necessary
transmission bandwidth and increasing the energy efficiency of the system.
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