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Abstract – This research examines the concept of real time 
diagnostic of diagnostic data from the automotive diagnostic 
process via Internet. It examines the structure of the concept 
according to the current standards in the automotive 
industry. There is a method and schemes for building a 
similar system with the ability to monitor and preserve the 
diagnostic data provided by automotive controllers. The 
system limits on data transmission and processing speeds have 
been defined. Consider the benefits and drawbacks of the 
scheme used. The requirements for electromagnetic 
compatibility have been defined and schematic solutions are 
proposed in order to increase the system's stability. 
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I. INTRODUCTION 

 In the modern world, the automotive electronic systems 
are developed extremely fast. Until a few years ago, in a 
car there were three to five electronic devices with a 
microcontroller built into them. Nowadays, the number of 
electronic devices has grown to 30-40, in some cases even 
more - depending on the price class of the vehicle. It is this 
expansion and the desire of the users for complete control 
over the vehicle, which requires a number of interfaces to 
the driver and the passengers. All modern developments 
are aimed at increasing the energy class and increasing the 
comfort of passengers. Of course, there are a number of 
innovative developments on the functional part of 
electronics.  

Here is the time to mention that every year, requirements 
for the electromagnetic compatibility and standards that 
determine the reliability and performance of automotive 
electronics are increased to improve safety and ensure safe 
and reliable operation of the devices. This is the reason for 
creating this system. The main driving force behind this is 
the intrusion of the so-called Internet of Things (IoT). 

 This product gap for automotive electronics is not full, 
and there is an extraordinary scope for expression and 
development in this direction. The idea of the system is to 
provide the user with real-time data on the condition of the 
vehicle and to keep statistics on any indoor and outdoor 
climate parameters, to monitor the vehicle's parameters at 
all times. These statistics will help build a self-regulating 
system. In fact, any authorized user will have the ability to 
monitor the behavior of the entire system. This is a starting 
point for a unified system of self-regulation and fine-tuning 
the entire car system to the environment and, of course, 
facilitating users and enhancing vehicle comfort. 
 
 

II. PROBLEM FORMULATION 
 

At present only specialized vehicle repairers have access 
to car diagnostics. This is a problem when the user wants to 
track and store the automotive diagnostic data for the 
purpose of analyzing the overall car system. 

Based on a set of diagnostic data, models for improving 
air conditioning, lighting, biometric parameters, interior 
and exterior functionality of the vehicle can be built. With 
the introduction of IoT (Internet of Things) in the modern 
world, this connectivity and good accountability of vehicle 
parameters can contribute to the creation of a global 
network for inter-vehicle interconnection and subsequent 
rapid automation and cybernetiyation. 

Problem is also the diagnostic systems implemented 
through interfaces based on communication made entirely 
through a cable (see Figure 1). 
 

 
Fig. 1. Cable connected device for on board diagnostic 

 
This is an obstacle if you want to keep the diagnostic 

data on a server that is far away (outside of the vehicle or 
can be implemented inside too). Also, diagnostics should 
be carried out not only statically (on a stand or in service) 
but also when the vehicle is in real-life conditions. If we 
solve this problem, we will be able to wirelessly transmit 
diagnostic data and track it in real time from anywhere in 
the world that has access to the Internet. 

As a problem, we can also define the high requirements 
for electromagnetic compatibility and generally high 
standards in the automotive industry. 

The designed device must meet all the standards defined 
by International Organization for Standardization (ISO). 
The system should fulfill the standards: ISO 8093 (Road 
vehicles – Diagnostic testing of electronic systems), ISO 
9141 (Road vehicles – Diagnostic systems, 1989), ISO 
11898 (Road vehicles – Controller area network (CAN), 
2003), ISO 14230 (Road vehicles – Diagnostic systems – 
Keyword Protocol 2000, 1999), ISO 15031 
(Communication between vehicle and external equipment 
for emissions-related diagnostics, 2010), ISO 15765 (Road 
vehicles – Diagnostic on Controller Area Network (CAN), 
2004). 
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III. DESCRIPTION OF THE SOLUTION 

 A "bus" network includes several features and 
requirements. The following lines describe how CAN 
meets these requirements and how it provides the desired 
functionality. 

CAN Specific Requirements OSI Layer 1 and 2: 
- Serial transmission of digital 
information; 
- Using a common physical environment 
for distribution (lowering the cost of the 
common system); 
- Easy and simple connection to the 
network; 
- High reliability; 
- High speed and virtual errors, free data 
exchange across the network, high data 
consistency; 
- Standardized network system; 

 
The automotive industry uses several basic 

communication standards (in particular the interface) for 
communication. Depending on the requirements for data 
exchange speed and depending on how risky the 
communication is, different communications are chosen. 
CAN technology is built from CAN and CAN FD protocols 
and two different CAN physical layers. 

A parallel-mapped CAN protocol and OSI reference data 
exchange model, the CAN protocol contains the entire 
Layer 2 (Data Link Layer) and Physical Layer PLS 
(Physical Layer) layer. The LLC, Data MAC Layers Link 
Layer, together with the PLS layer of the physical layer, are 
specified in ISO 11898-1. 

Physical Medium Attachment (PMA) and Medium 
Dependent Interface (MDI) are described in the so-called 
CAN physical layer. A distinction is made between two 
different CAN physical layers: High-speed CAN Physical 
Layer (ISO 11898-2) and CAN Low-Rate Physical Layer 
(11898-3). High Speed CAN physical receiver supports 
data rate up to 1MBaud, Low Speed CAN physical receiver 
supports data rate up to 125 kBaud. 

The high-speed CAN is mainly used in the engine 
electronics and the chassis area. Low-speed CAN is used in 
the passenger compartment and is mainly used by 
electronic devices to provide comfort and interior. 

The designed device is simple protocol convertor from 
CAN to Wi-Fi. On the Fig.2 is described the connection 
diagram of the designed device. Block CAN On Board 
Diagnostic (OBD) is the automobile diagnostic system 
itself. The developed device should be connected to the 
OBD. All data from the diagnostic line will be stored 
locally in the convertor. The data will be calculated and re-
structured (prepared) for sending trough the Wi-Fi 
connection of the developed device. After sending, the data 
will be stored in the Server Data Base. When we have the 
data on the Server, we can manipulate all the data that is 
stored there. Every data that is send to the server should 
contain time stamp. So, the user can track all parameters of 
the vehicle and in future can be developed general system 
for automatization and cybernetiyation. The user interface 
for connection is the block Browser. From every point of 

the world that is connected to internet, the user can monitor 
and track the vehicle parameters. 

  

 
Fig.2 – Block diagram of connecting the device to external 

modules 
 

In Fig. 3, the interlinks and the direction of the 
transmitted signals are examined.  

The Power Supply Unit (PSU) provides two supply 
voltages for the blocks. This component contain all 
protection mechanisms from interferences (reverse polarity, 
overcurrent and so on). 

The System Basis Chip (SBC) is used to fulfil a few 
general functions of the developed system. First function is 
to arrange the Power Modes of the device (sleep mode, 
power save mode and so on). The second very important 
function is external Watch Dog. If the firmware have some 
bug or issue, the SBC Watch Dog will generate reset of the 
device. The SBC switch off the device if overvoltage or 
over temperature situation observed. If the device is in 
sleep mode and the CAN line go from idle to active, the 
SBC wake up the device from a sleep mode ( to switch on 
the power supply to the device).  

The High-Speed CAN Transceiver take care about the 
CAN signal conversion from CAN levels to TTL or 
MOSFET levels of the signal. On the input, the signal is 
differential, on the output the signal is converted to Non 
Return to Zero (NRZ). 

Standalone CAN Controller with Serial Peripheral 
Interface (SPI) communication interface is used to handle 
the CAN message automatically. This component handle 
the CAN frames and provide to Microcontroller Unit 
(MCU) clear data. Some of the new MCU have CAN 
controller inside in the microcontroller. But if we use 
controller like this with internal CAN controller, we can’t 
replace very easy the microcontroller. So, it’s more 
universal if the system is developed with external CAN 
controller. 

In MCU is implemented the program algorithm. All 
communication interfaces are handled by the MCU. The 
communication with the OBD bus is organized trough the 
SPI communication and direct handling of the data 
provided by the external CAN controller. When the data 
from the OBD is handled and is ready for sending, MCU 
use UART (Universal Asynchronous receiver-transmitter) 
peripheral block for communication with block Wi-Fi. The 
data is send to the radio communication module. From 
there, the data is transmitted to the Data Base Server. In our 
case, the radio interface is Wi-Fi. We use hybrid module 
for this radio connection. This logical block can be realized 
and with other radio modules (Bluetooth or ZigBee for 
example, but the problem will be to convert the data 
directly for server use). But at general, usage of other radio 
standard is absolutely possible. 

Wi-Fi module is hybrid radio module. The function of 
this block is to send data to Data Base Server. In our case, 



the data that is converted from MCU, will be send directly 
through this hybrid module. The data is packed in special 
way. The server should understand the received data from 
the Wi-Fi module. The data can be send if the Wi-Fi hybrid 
module is connected to an active internet access point. 
Otherwise, the received data from the diagnostic will be 
lost. If the connection is not stable, the Status LED (Light-
emitting diode) that is provide for status indication will 
start to blink in RED color. All of these functionalities are 
implemented in the software of the device. 

 

 
Fig. 3. Block diagram of the device components of CAN to 

Wi-Fi convertor 
 
For general requirements for automotive industry, all 
development steps should fulfilled the SPICE (Software 
Process Assessment) regarding the ISO/IEC 15504 
standard. The development process regarding the Software 
and Hardware of the device may use the German V-model 
called “Das V-Modell”. On the Figure 4 is described in 
details the V-model regarding the Software. This project 
management methodology is official project of the German 
government. The general idea is, to use a “V” presentation. 
Left side of the “V” letter steps are kind of “requirements”. 
The bottom of the “V” letter is implementation of the 
required functions and defined ways for implementation in 
the design. The right side of the V letter is verification of 
the Left side stored requirements. 
First step is to define the User Requirements. Every single 
requirement should contain number (tracking number). 
Second step is to separate the requirements – Software, 
Hardware or Mechanical. After this separation, the 
requirements can be Functional or Non-Functional. After 
separation, the Software requirements will be packed in 
single chapter. 
Third step is to be created High Level Design (HLD). This 
include the internal structure of the Software, the way that 
software will be implemented. 
Last step before implementation is Low Level Design of 
the all software components. 
Last step from the left side of the V is Implementation 
(Coding). After the Coding, all other steps are for 
verification of all implemented functionalities. If there have 
some differences, the steps from the left side are started 
from the level that the error is found. 
This V-model can be used for the Hardware and 
Mechanical development too. Same steps, but specified 
regarding the specific procedures in the other departments. 
 

 
 

Fig. 4. “Das V-Model” block diagram 
 

III. CONCLUSION 

 A real-time monitoring system has been designed.  

The problems are strictly defined. For all of the 
problems, solution is proposed and described in the 
description. The main standards for communication and 
electromagnetic compatibility in the automotive industry 
are considered. The standards that are currently up to date 
and the specifics of modern techniques and models used to 
reduce the cost of devices and increase reliability are 
examined. 

The general system organization is described. All 
system components are detailed described like 
functionality. For all of the functional blocks are defined 
positive and negative sides of the selected one method or 
functionality. 

Standards for the development process are 
described. The German development model is proposed for 
complementarity of the Automotive SPICE standard. 
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